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Privacy Law Changes 
 

New privacy laws, which will replace the current Privacy Act, are expected to come into 
force in 2020.  The purpose of the new law is to promote and protect individual privacy.  
The new laws will maintain the current information principles’ based framework while 
updating the law to reflect the needs of the digital age. 

Unfortunately, serious privacy breaches continue to occur on a relatively frequent basis and often 
make headlines damaging the reputation of the agency involved. Two recent examples reported 
in August 2019 highlight the risks of not appropriately protecting personal information: 

• the Ministry for Culture and Heritage revealed that around 300 people had their personal 
documents compromised following an error on a Ministry commissioned website 

• a receptionist from a medical centre disclosed personal information about patients of the 
centre at a social gathering 

Key Changes 

As currently drafted, the new law does not substantially change the information privacy principles 
regarding the collection, storage, disclosure and use of personal information. However, the new 
law significantly increases the powers of the Privacy Commissioner and the key changes are: 

• the mandatory reporting of certain privacy breaches 

• the power of the Privacy Commissioner to issue compliance notices 

• the introduction of new criminal offences 

• the power of the Privacy Commissioner to make binding decisions on information access 
requests 

• the strengthening of the Privacy Commissioner’s information gathering powers  

Mandatory Reporting 

Probably the most significant change under the new law is the introduction of a mandatory 
notification regime for certain privacy breaches. An agency must disclose a privacy breach to the 
Privacy Commissioner when it is reasonable to believe that the breach has caused serious harm 
to an affected individual or individuals or is likely to do so. In deciding whether a privacy breach 
is likely to cause serious harm an agency must consider certain factors, including any actions 
taken by the agency to reduce the risk of harm following the breach, whether the personal 
information is sensitive, the nature of the harm that may be caused, who has had access to the 
personal information and whether the personal information is protected by a security measure. 
There will be certain exceptions to the mandatory notification provisions such as where notification 
may endanger the safety of any person or reveal a trade secret. It is an offence for an agency to 
fail to notify the Privacy Commissioner of a notifiable privacy breach and the agency may be liable 
on conviction to a fine not exceeding $10,000.00.  
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What should you do to prepare? 

The law changes present an opportunity for businesses to review their processes for handling 
personal information to ensure that the correct processes are in place and the requirements 
understood. Whilst the maximum fine is relatively modest, the reputational damage from a privacy 
breach will be no doubt be of serious concern to companies. Prior to the introduction of the new 
law, businesses in the building and construction industry need to review the personal information 
they collect, such as: 

• personal details of customers (which may include the credit information of customers to the 
extent credit checks are carried out prior to commencing building work) 

• employee information 

• information relating to health and safety incidents  

Having reviewed the personal information collected, the business then needs to confirm what 
happens to that information, who has access to it and how it is used. Other policies also need to 
be considered such as how to deal with requests to correct information. Many businesses now 
display a privacy policy or statement on their website which clearly explains how the business 
handles personal information. Once this review has been completed the business should provide 
training on the privacy rules to staff prior to the new law commencing to ensure that everyone 
understands the importance of protecting the personal information of individuals arising out of the 
activities of the business. 
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